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Motivation

● Interaction: humans and technology

● Many 'problems' technically solved

– e.g. encryption

● But…

– Users can also be attacked 
→ can be weakest link

– Best choice often not clear
→ decision support needed

– Users do not use technology
→ technology acceptance

needs to be considered
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Agenda

● Social Engineering

– Tool Support

– Threat Elicitation

– Awareness Training

● Security Management

– Risk Assessment / Management

– Decision Support

● Privacy Enhancing Technologies

– Technology Acceptance

– Economical Interests

– Privacy by Design
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Social Engineering
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Social Engineering

Source: cybertec-security.com 

Source: PWC Information Security Breaches Survey 2017

Breach vectors leading to compromise:
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 Social Engineering Tools

● Most tools only for collecting information
(1 exception)

● No support for defenders, e.g. for
● Risk management
● Creation of security policies

● Prediction
● More data available
● Use of artificial intelligence

● e.g. synthesized speech

Beckers, K.; Schosser, D.; Pape, S. and Schaab, P.: A Structured Comparison of Social Engineering Intelligence Gathering Tools. 
In Trust, Privacy and Security in Digital Business - 14th International Conference, TrustBus 2017
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Security Awareness

Peter Schaab, Kristian Beckers, and Sebastian Pape. Social engineering defence mechanisms and counteracting training strategies. 
Information and Computer Security, 25(2):206–222, 2017

Attitude

How do I feel?

Behaviour

Knowledge

What do I do?

What do I know?
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Dimension IT Defense 
Mechanism

Psychological 
Defense Mechanism

Knowledge

Attitude

Policy Compliance ---

Security Awareness 
Program

Forewarning

--- Persuasion 
Knowledge

--- Attitude Bolstering

--- Reality Check

Behaviour

Audit ---

--- Inoculation

--- Decision Making

Social Engineering Defense

Peter Schaab, Kristian Beckers, and Sebastian Pape. Social engineering defence mechanisms and counteracting training strategies. 
Information and Computer Security, 25(2):206–222, 2017
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Idea: Serious Games

• Games can be fun 

→ gets employees involved

• Games provide a realm       

→ encourages employees to be creative

• Fictional situations are discussed in the game

→ no one is to blame

• Games are intended to be engaging and 

entertaining

→  which gets employees to play again and 

again   
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Serious Games
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Design: Kristina Femmer
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Real World: Threat Elicitation

Kristian Beckers and Sebastian Pape. A serious game for eliciting social engineering security requirements. In 
Proceedings of the 24th IEEE International Conference on Requirements Engineering, RE ’16. IEEE Computer 
Society, 2016
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Virtual Scenario: Training

Kristian Beckers, Sebastian Pape, and Veronika Fries. HATCH: Hack and trick capricious humans – a serious game on social 
engineering. In Proceedings of the 2016 British HCI Conference, Bournemouth, United Kingdom, July 11-15, 2016.

Design: Kristina Femmer
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Ludger Goeke, Alejandro Quintanar, Kristian Beckers, and Sebastian Pape. PROTECT - an easy configurable serious 
game to train employees against social engineering attacks. In Computer Security - ESORICS 2019 International 
Workshops, IOSec, MSTEC, and FINSEC, volume 11981 of Lecture Notes in Computer Science, 2019.
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CyberSecurity Awareness Quiz

Sebastian Pape, Ludger Goeke, Alejandro Quintanar, and Kristian Beckers. Conceptualization of a cybersecurity 
awareness quiz. In Computer Security - ESORICS 2020 International Workshops MSTEC, 2020.
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Security Management
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Riskmanagement

Phase 2: 
User Input 

Phase 3: Risk Computation

Calculating
Total Risk (A13)

Assessing 
MLSC & 
Charact.MLSC & 

Assets

For each 
Scenario

Maturity
Levels

Calculating
Scenario Risk (A13)

Adverse
Impact

Total
Risk

Resolving
Dependencies (A9)

ACTree

Calcul. Probability
of Attack Success (A11)

Calcul. Probability 
of Attack Initiation (A10)

Aggregating 
Attack Costs (A12)

ACTree

MLSC & 
Assets

Reflecting Organis. 
Charakteristics (A8)

Christopher Schmitz and Sebastian Pape. Lisra: Lightweight security risk assessment for decision support in information security. 
Computers & Security, 90, 2020.

Michael Schmid and Sebastian Pape. A structured comparison of the corporate information security. In ICT Systems Security and 
Privacy Protection - 34th IFIP TC 11 International Conference, SEC 2019, Lisbon, Portugal, June 25-27, 2019, pages 223–237, 2019.
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Security Maturity Levels
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Controlled Experiment

Christopher Schmitz, Michael Schmid, David Harborth and Sebastian Pape: Maturity Level Assessments of Information Security 
Controls: An Empirical Analysis of Practitioners‘ Assessment Capabilities, Submitted to Computers & Security, Minor Revision
 



11.03.2021 21SECUSO Research Seminar Dr. Sebastian Pape

Controlled Experiment
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Controlled Experiment
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Controlled Experiment
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Methodology
● Survey (N=56)

– Scenario

– Demographics

– Assessments

– Justification (Activities to reach next level)

– Challenges / Difficulties / Confidence

● Interviews (N=7, 20-30min)

– Agreement

– Assessment of Challenge

– Possible Assistance for Task

● Quantitative & Qualitative Evaluation
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Participants (N=56)
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Results I
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Results II
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Results III
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Results IV

Total numbers:

24 24 18
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Results V
● Reasons for Exaggerated Measures

– Individual background

(regulated sectors)

– No economic considerations

● Challenges

– Scope for interpretation

– Differentation between maturity levels

– Control dependencies

– Mapping controls to processes

– Lack of skills

● Difficulties

– Internal / external assessments

– Not all controls represent processes

– Transition between maturity levels

● Support

– Discussion in teams

– Examples

– Trainings

– Catalogue of measures
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Summary
● Participants struggled with the assessments

– Scenario vs. own company

– Economic considerations

– Wiggle room

● Assessors with certificate performed better

● Practitioners overconfident

● Limitations

– Scenario

– Subset of controls

– Self-selection bias
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Privacy Enhancing Technologies
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Anonymity Networks

Source: Econotimes.com Source: JonDonym

● Investigate users intention to use Tor / Jondonym
● Compare differences
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Methodology
● Constructs adapted from existing literature: 

– technology acceptance factors (Venkatesh and Davis 2000, Venkatesh et al. 2012)

– trust (Pavlou 2003)

– perceived anonymity (Benenson et al. 2015)

● German and English-speaking users of JonDonym and Tor acquired

– during the rollout of a new browser and on the official homepage (Jondonym)

– via the Tor mailing list (+ diverse other channels to reach Tor users)

● Constructs translated into German with two certified translators

● Active users (N=141 for JonDonym + 124 for Tor)

● Partial least squares structural equation modelling (PLS-SEM) with SmartPLS 3.2.7 (Ringle et al. 2015)

● Coding of answers by two coders
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Malhotra, Kim & Agarwal: Internet users’ information privacy concerns (IUIPC): The construct, the 
scale, and a causal model, Information Systems Research 15(4), 2004

Internet Users‘ Information 
Privacy Concerns (IUIPC)

35
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IUIPC: Tor (Jondonym)

David Harborth and Sebastian Pape. How privacy concerns and trust and risk beliefs influence users’ intentions to use privacy-
enhancing technologies – the case of tor. In 52nd Hawaii International Conference on System Sciences (HICSS) 2019, 2019.
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TAM: Tor / Jondonym

David Harborth, Sebastian Pape, and Kai Rannenberg. Explaining the technology use behavior of privacyenhancing technologies: 
The case of tor and jondonym. Proceedings on Privacy Enhancing Technologies (PoPETs), 2020(2):111–128, 2020.
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TAM: Tor / Jondonym - Diffs

David Harborth, Sebastian Pape, and Kai Rannenberg. Explaining the technology use behavior of privacyenhancing technologies: 
The case of tor and jondonym. Proceedings on Privacy Enhancing Technologies (PoPETs), 2020(2):111–128, 2020.
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Qualitative Results – 
Concepts
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Qualitative Results – 
Concepts

● Tor usage „stands out“
● … having a cop boot at my door because of Tor.
● By using the service [Jondonym], am I automatically marked by intelligence authorities as a potential 

terrorist, …
● Only social backlash from people thinking that Tor is mostly used for illegal activities
● For the same reason I don’t hang out in brothels, using Tor makes you look like a criminal

● Tor usage „stands out“
● … having a cop boot at my door because of Tor.
● By using the service [Jondonym], am I automatically marked by intelligence authorities as a potential 

terrorist, …
● Only social backlash from people thinking that Tor is mostly used for illegal activities
● For the same reason I don’t hang out in brothels, using Tor makes you look like a criminal
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PET Economics

David Harborth, Xinyuan Cai, and Sebastian Pape. Why do people pay for privacy? In ICT Systems Security and Privacy Protection - 
34th IFIP TC 11 International Conference, SEC 2019.
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Conclusion

● Trust

– Acceptance of PETs

– Social engineering attacks

● Economics

– PETs

– Security Management

● Regulations

– Can foster adoption

– Can hinder provision
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Study about Corona Warn-App

Sebastian Pape, David Harborth, Jacob Leon Kröger: Privacy 
Concerns Go Hand in Hand with Lack of Knowledge: The Case 
of the German Corona-Warn-App, Submitted to IFIP SEC 2021
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Sensor-based Inference 
Attacks on Wearables

Sebastian Pape, Vanessa Bracamonte, Jacob Leon Kröger, Welderufael Tesfay, Majid Hatamian, Shinsaku Kiyomoto, Kai 
Rannenberg: A Framework for Privacy Risk Analysis of Sensor-Based Inference Attacks onSmartphones and IoT Wearables, 
Submitted to TOPS
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Contact

Sebastian Pape

sebastian.pape@m-chair.de


