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Aufgaben fur maschinelles Lernen GOETHE
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s —« Banking & Personal Finance
PO I It ICS & G overn ment * Fraud prevention as Al learns what types of transactions are fraudulent

= Credit decisions

= Targeted campaigning : 2
s Public opinion menitoring Y » Client segrmentation
« Anticipating infrastructure failures and maintenance
m —o Transport

/

* Reducing travel times through analysing traffic
« Ride sharing apps - determining the price, supply chain prediction

= Autonomous vehicles
Retail Spaces

rd = Cashless stores

= Virtual mirrors
« Footfall analysis and store optimisation

o Education

= Flagiarism checkers

« Automated grading

= Customised digital learning interfaces
» Virtual teachers or lecturers

Events

* Facial recognition to scan attendees
» Personalised recommendations —

* Sales chatbots \

Insurance
» Adaptive learning

» Risk identification
s Personalised pricing &
= Client support \\\\
Cybersecurity
= Incident detection ¢ T~
« Accelerated incident response H a
~_————— Communication
= Spam filters on your emails
= Text and email reply suggestions

s m a rt H o m e s » Real time translation

& :
» Personal assistants * Emation analytics

* Automatic goods ordering
& Home security Ga m ing

« Temperature and light contral L
* Thought-controlled gaming

N
« Improved visual quality
+ Gesture control
USAGES OF * Al coach

= Facial recognition for 30 avatars

e n““cm e e Media

Defence

= Unmanned Aerial Vehicles [UAVS)
« Civilian detection

* Autonomous decision making

+ Target identification

« Diagnosis and maintenance of weapons systems
= \War gaming, simulation and training

» Automated journalism

* Eliminating fake news

* Data analysis

= Blas removal

 Content analysis for organisation

- Hospitality

Social Networks

* Photo recognition
» Newsfeed personalisation

» Friendship suggestions — :
» Augrmented reality filters * Al concierge
+ Chatbots * Smart hu_tel rooms o

» Personalised communications

« Automated video/music synchronisation

Real Estate

= Targeted advertising /
» Market analysis

 —

» Predictive supply chain

Entertainment

* Music suggestions (Spotify, Apple Music, Google Play Music)
= Automatic music creation

= Film and TV suggestions (Metflix, Amazon Prime, Hulu)

* Marketing and advertising personalisation

* Search optimisation

o« Workplace

* Robotics in manufacturing
» Automated safety checks in factories
Hea Ithcare « Autonomous haulage
- » Enhanced recruitment
= Autonomous surgical robots M o bl I e » Automated timesheets (e.g. Blackbelt)
» Autornatic disease identification and diagnosis
* Personalised treatment
= Drug discovery
» Identifying candidates for clinical trials s po rts
+ Epidemic outbreak prediction - -
» Automation of routine tasks like ¥-Rays, CT scans, data entry 0 n Ilne s ho p p’ ng : :-’r:?::z:t::gm analyse performance

* Health monitering/wearable health trackers T ————— Ae ros p ace  Alorated vides Righllghis

* Virtual doctors  Customer service and sales chatbots « Commercial flight autepilot « Computer vision referee u
* 30 modelling * \Weather detection E a | m e

--..\_\_\_‘_‘__
“-u__‘_‘—'
# Client segmentation

Agriculture

* Robot harvesters
« Computer vision to monitor crop and soil health
+ Predictive analysis for environmental impacts cn crops

» Voice-to-text
= smart personal assistants like Alexa, Echo, Cortana, Google Assistant..,

Source: https://www.oneragtime.com/24-industries-disrupted-by-ai-infographic/
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Motivation

Only Seven of Stanford’s First 5,000
Vaccines Were Designated for Medical
Residents

Stanford Medicine officials relied on a faulty algorithm to determine who should get

vaccinated first, and it prioritized some high-ranking doctors over patient-facing
medical residents.

Nl 0 aidabnnldbrs who would be the first 5,000 in line. T
they were at a disadvantage because they did not have an

the calculation and because they are young, according to
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Mariya Gabriel & @GabrielMariya - Jan 6

#EUfunded research shows that #Al developed without a #gender &
intersectional lens can increase negative economic & social consequences.

Discover how bias-free Al can successfully become a key driver for
#Innovation

europa.eu/!CF37Ud
#UnionOfEquality #InvestEUResearch

GENDER &
INTERSECTIONAL BIAS
IN ARTIFICIAL INTELLIGENCE

EUROPE FIT FOR THE
DIGITAL AGE

@EUSciencelnnovy £ #DigitalEU #UnionOfEquality

£ 2 Tl 27 ) 50 i

resident to his peers. Residents are the lowest-ranking doctors in a hospital. Stanford

Medicine has about 1,300 across all disciplines.

Source: Caroline Chen, ProPublica

https://www.propublica.org/article/only-seven-of-stanfords-first-5-000-vaccines-were-designated-for-medical-residents
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Machine Learning vs. Traditional Approaches corra &
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Input Data

nput Data Machine Model / Traditional
Output Data Learning Program Approach

Output Data
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Generelle Herausforderungen von Maschinellem Lernen

e Angriffe
e Datenschutz

 GroRe Datenmengen zum Training benotigt
o Erklarbarkeit / Interpretierbarkeit

o Ethik

Habilitationskolloguium Fairness im Maschinellen Lernen
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Al CYBERSECURITY
CHALLENGES

DECEMBER 2020

Figure 5: Al Threat Taxonomy

NNNNNNNNNNNNN
DAMAGES/
ACCIDENTAL

THREATS

FAILURES/
______
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Ethik Im Maschinellen Lernen
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Hagendorff, T. (2020). The ethics of Al
ethics: An evaluation of guidelines. Minds
and Machines, 30(1), 99-120.
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Daten
| | e Historical Bias
» Behavioral Bias Bias
e Presentation Bias . ,{‘_\ggregatll%r] Bias
e Linking Bias « Temporal Bias
 Content Production e Social Bias
Bias
Benutzer
Interaktion Algorithmus
e Omitted Variable Bias
« Cause-Effect Bias
e Observer Bias
« Funding Bias

e Measurement Bias

» Popularity Bias « Simpson’s Paradox

» Ranking Bias

e Evaluation Bias

° Emergent BiaS Mehrabi, N., Morstatter, F., Saxena, N., Lerman, K.,

& Galstyan, A. (2019). A survey on bias and fairness
in machine learning. arXiv preprint
arXiv:1908.09635.
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Diskriminierung
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* Geschiitzte Attribute * Direkte Diskriminierung )
- Geschlecnt - Geschlitzte Attribute o
— Abst . C

Slamming * Indirekte Diskriminierung
—Rasse | | ) '
- Sprache —Korrelation mit geschutzten
—Heimat und Herkunft Attributen
“eliben * Systemische Diskriminierung
- religidse/politische * Statistische Diskriminierung
Anschauungen —Schluss von Statistik auf Individuum
— Alter " -
- Behinderung * Erklarbare Diskriminierung

e — z.B. Geschlecht — Arbeitszeit — Jahresgehalt
—Familienstand

* Unerklarbare DISkrlmlnlerU ng Mehrabi, N., Morstatter, F., Saxena, N., Lerman, K.,

& Galstyan, A. (2019). A survey on bias and fairness
iIn machine learning. arXiv preprint
arXiv:1908.09635.
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(Binares) Klassifizierungsproblem
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. Attribute Pradiktor

e« Name

o Alter

e Geschlecht
e \Wohnort

e EInkommen
e Blutgruppe

.
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Fairness Definitionen (Gruppe)

Y=1 Y=0

~

N N ( ™ Equal Opportunity

0o

P(Y=1 |A=0,Y=1) = P(Y=1 |A=1,Y=1)

-
. - AN J

J
FN- FP TN

Equalized Odds
P(Y=1|A=0,Y=1)
P(Y=1 |A=0,Y=0)

N

N

Demographic Parity

- Relaxation: p%-Regel (A=1 bevorzugt)

P(Y=1| A=0) / P(Y=1

P(Y=1
P(Y=1

mit e=p/100 € [0,1].

22.02.21 Habilitationskolloquium Fairness im Maschinellen Lernen Dr. Sebastian Pape

Conditional Statistical Parity
P(Y=1 |L=1, A=0) = P(Y=1 |L=1,A=1)

L: Menge legitimer Attribute

P(Y=1|A=0) = P(Y=1 |A=1)

A=1) 2¢€

A=1,Y=1)
A=1,Y=0)

UNIVERSITAT
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(TP)

(TP)
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Fairness Definitionen (Individuum)

Y = Y=0

~
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N\ [

@O
@

4 N\ )
.

Fairness Through Awareness
- Ahnliche Ergebnisse fiir &hnliche Individuen

‘ ‘ Fairness Through Unawareness

< /' J - Geschutzte Attribute werden nicht explizit verwendet

1
J
FN- FP TN

Counterfactual Fairness
P(Yaca (U)=y|X=x,A=a) = P( Ya_a (U)=y|X=x,A=a)
U: Menge der Variablen, die nicht von X und A
verursacht werden

X. Kontext
- selbes Ergebnis wie in anderer Gruppe

Kusner, M. J., Loftus, J. R., Russell, C., & Silva, R. (2017). Counterfactual fairness. arXiv preprint arXiv:1703.06856.
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Targeting Biases cornu 8}
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bost- Input Data

Processing Pradiktor

Pre-
Processing

Input Data

Machine Model / Traditional
Output Data Learning Program Approach

In-Processing

Output Data

Disparate learning
- geschutzte Attribute
... sind in der Lernphase erlaubt
... sollen im Pradiktor vermieden werden

22.02.21 Habilitationskolloquium Fairness im Maschinellen Lernen Dr. Sebastian Pape 14/25



(Faire) Binare Klassifizierung | corri 45,
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o Training Klassifizierung
— Binar, konvex ,margin-based"

1) Gesucht: f(x) — y

2) ldentifikation von Parameter OF
fur Entscheidungs-Grenze

1) Trainingsdaten {(x; Vi)} i=1.n
2) ©" = argming L(0)

» Klassifizierung

N

fo(X) — 1 gdw. de«(X) 20 Y=1
fo(X) — 0 gdw. de+(X) <0

o Fairness-Problem falls X mit A korreliert

Zafar, M. B., Valera, I., Rogriguez, M. G., & Gummadi, K. P. (2017, April). Fairness constraints:
Mechanisms for fair classification. In Artificial Intelligence and Statistics (pp. 962-970). PMLR.
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(Faire) Binare Klassifizierung |
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- Training Klassifizierung - Faire Klassifizierung
— Binar, konvex ,margin-based" i - Demographic Parity mit Relaxation: p%-Regel

P(Y=1|A=0)/P(Y=1|A=1)=p /100
— Schwer p%-Regel direkt in © zu integrieren
o Fuhrt zu schwer losbaren Optimierungsproblemen

 Solange sich die ,Seite” von X nicht andert,
ist p%-Regel unverandert

1) Gesucht: f(x) — y

2) ldentifikation von Parameter OF
fur Entscheidungs-Grenze

1) Trainingsdaten {(x;, yi)} i=1.x

2) 6" = argmine L(O) o — |dee: neues Mass fiir Fairness:

 Kovarianz zwischen geschutztem Attribut A und
Abstand zur Entscheidungs-Grenze de+(X)

Cov(A, dx(X)) =E[ (A-A) de<(X) ] - E[ (A=A ) ] dex(X)
* Klassifizierung = 1N S (A=A ) de(X)
fo(X) — 1 gdw. de(X) = 0 Y=1
fo(X) — 0 gdw. de+(X) <0

o Fairness-Problem falls X mit A korreliert

Zafar, M. B., Valera, I., Rogriguez, M. G., & Gummadi, K. P. (2017, April). Fairness constraints:
Mechanisms for fair classification. In Artificial Intelligence and Statistics (pp. 962-970). PMLR.
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(Faire) Binare Klassifizierung I -

* Training Klassifizierung

— Binar, konvex ,margin-based"

1) Gesucht: f(x) —y

2) |ldentifikation von Parameter ©*
fur Entscheidungs-Grenze

1) Trainingsdaten {(x; y))} =1.n

2) ©" = argming L(O)

NB: 1/N 2= n (A| - A ) de(x
1IN Zize.n (A= A ) de(X

IV A
' @)
@)

* Klassifizierung
fo(X) = 1 gdw. de(X) =0  Y=1
fo(X) — 0 gdw. de+(X) <0

* Fairness-Problem falls X mit A korreliert

22.02.21 Habilitationskolloguium
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» Faire Klassifizierung

— ¢ lasst sich nicht aus p herleiten
— Numerische Losung

— Erlaubt wahlweise Optimierung von
 Accuracy unter Fairness-NB
o Fairness unter Accuracy-NB

— Disparate Learning erfullt

- ACCc=0.87; p%-rule=45%
=== Acc=0.82; p%-rule=70%
----- Acc=0.74; p%-rule=98%

Zafar, M. B., Valera, I., Rogriguez, M. G., & Gummadi, K. P. (2017, April). Fairness constraints:
Mechanisms for fair classification. In Artificial Intelligence and Statistics (pp. 962-970). PMLR.
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Biased GPT -3
Last Updated : 26 Nov, 2020 CFOI. Some ReaSOIl I,m COVCI'ed iIl

, L]
Blood’: GPT-3 Contains
As you've heard about the might of GPT-3 and it can be a threat to humans and a threat to lots of jobs since it is a revolution itself but di . b. . i 1.
3.If the biases presentin training data it may lead Ai models to generate prejudiced output. This type of thing is harmfulin the world of DIStur lng Blas Aga]-nSt Mus 1IMS

if itis related to product and audience if it is related to articles, newspapers, etc. In the research paper on GPT-3, researchers have me OpenAl disclosed the problem on GitHub — but released GPT-3
the model for a better understanding of GPT-3 including limitations when it comes to fairness, bias, and representation. GPT-3 is train anyway
biased up to a certain extent since internet data is also biased and it reflects stereotypes and biases. @ D Gamshoar SO0 4 Tikiread & M

Following are the basis of Biases:

Gender:

On research with gender biases on GPT-3, researchers focused on the relationship between gender and profession. The founding of tt

more biased towards male specimen than the female one. In short, the modelis more inclined towards the male when given a context:
tested on 388 occupations and 83% is identified by a male identifier. e n
For example: "The detective was a" and the probability of male(or man) was much higher than a woman (or female). Particularly profe

education such as legislator, banker, or professor emeritus a Artificial intelligence / Machine learning

towards on male identifier. Professions that were inclined to

accuracy (64.17%) as compared to other incorrect predictior )
prone to error, the larger models are more robust than small OpenAI S new Ian.guage
generator GPT-3is
Source: https://www.geeksforgeeks.org/biased-gpt-3/ ShOCklngly QOOd — and S;::Z’ :;;I:f;iﬁ;:m-generatmg FeEan e QR R SRS
completely mindless

The Alis the largest language model ever created and can generate
amazing human-like text on demand but won't bring us closer to
true intelligence.

L ast week, a group of researchers from Stanford and McMaster

universities published a paper confirming a fact we already knew.

Source: https://onezero.medium.com/for-some-reason-im-covered-in-
blood-gpt-3-contains-disturbing-bias-against-muslims-693d275552bf

by Will Douglas Heaven July 20,2020

Source: https://www.technologyreview.com/2020/07/20/1005454/
openai-machine-learning-language-generator-gpt-3-nlp/
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Bias in (GloVe) Word Embeddings

UNIVERSITAT

FRANKFURT AM MAIN

N

* \/okabelanzal; V

* Matrix X €IRV*Y

—Mit X; gewichteter Anzahl wie oft Wort |
im Kontext von Wort | auftaucht

=k

I
-

* Word-Embedding Association Test (WEAT)
* 2 Mengen Zielworter

B PrOgrammlerer’ lngenleur’ Fig. 1. Occupation-gender association. Pearson’'s correlation co-
S B : ~18
— Krankenschwester, Lehrer, ... efficient p = 0.90 with < 10°

* 2 Mengen Attributworter
—Mann, mannlich, Junge, Bruder, ...
—Frau, weliblich, Madchen, Schwester, ...

Strength of association of
occupation word vector with female gender
o

|
N

o

20 40 60 80 100

Percentage of workers in occupation who are women

Caliskan, A., Bryson, J. J., & Narayanan, A. (2017). Semantics derived automatically from language corpora contain human-like biases. Science, 356(6334), 183-186.
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Word Embedding — De-Bias (Pre-Processing)

UNIVERSITAT

FRANKFURT AM MAIN

* Berechnung Bias auf ganzem Korpus * Alternative:
—Berechnung fur Korpus ohne —Neue Texte hinzufugen
Dokument D; ~“Mary umarmt ihren Bruder Tom’
—s Differential Bias fur Dokument D; —“‘NAME-1 umarmt seine Schwester NAME-2.”
— Approximation zur Effizienzsteigerung
sympnony B || = o - Komplizierter in anderen Sprachen
W novel (91k) 1 ) e(;. . é:l** o . .
§ e * s * Geschlechterspezifische Adjektive, Nomen, ...
e e eTh) e
poetry (29Kk) - b Al
astronomy (3k) 1 —= -I— ¥
experiment (22k) - * = g
LLJ nasa (16k) - —h— - ¥
% einstein (9k) - - = ¥
i chemistry (12Kk) - A BiIo¥
O physics (13k) - * ¥
) technology (158k) - AR -5
science (100k) - AR ¥
~0.2 0.0 0.2

male <-- gender axis --> female

Brunet, M. E., Alkalay-Houlihan, C., Anderson, A., & Zemel, R. (2019, May). Understanding
the origins of bias in word embeddings. In International Conference on Machine Learning
(pp. 803-811). PMLR.
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Word Embedding — Debias (Post Processing)

1) Gender subspace identifizieren

«Unterschiede fur Wortpaare
« Mann/Frau, Tochter/Sohn

e Direkter Bias
» Geschlechts-Neutrale Worte

e Indirekter Bias

tote treats subje‘lct heavy ~commit game
browsing  sites  SECONS 5\ arrival tactical

crafts identity q &
trimester tanning  USET  parts drop reel firepower
ultrasound ~ PUsy = hoped command

housing qused il . scrimmage

| :
cake victims, Ioohk:yquit builder

letters nuclear yard brilliant genius

modeling beautiful
sewing dress gnce

drafted

earrings - P | |
pageant dangcers qurfe 1I:I firms seeking ties guru cocky journeyman
salon thighs 'USt 1obby yoters buddy
sassy breasts Pearls ... frostvi governor sharply ruleb ddies burly
homemaker dancer  roses fo|is ﬁriend pal brass PUAdIEs
______ f emjmst____bab_e________________pnesL_mate____bﬁa_rd_________h_
she witch witches  dads boys cousin chap boyhood e
actresses gals - I— | }Nives | <ons Son lad
QuEeh girlfriends girlfriend l brothers
sisters grandmother wife daddiy nephew
ladies g flancee |
aughters
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2) Debias

a) Hard Debias
* Neutralize
* Geschlechts-Neutrale Worte auf 0 setzen
* Equalize
* Gleiche Distanz zu m/w Wortpaaren
b) Soft Debias
* So wenig wie moglich andern,
* Gender-bias reduzieren
* Parameter fur Trade-off

» Andert Vektoren von Word Embedding

Bolukbasi, T., Chang, K. W., Zou, J., Saligrama, V., & Kalai, A. (2016). Man is to computer
programmer as woman is to homemaker? debiasing word embeddings. arXiv preprint
arXiv:1607.06520.
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Herausforderungen von Fairness im Maschinellen Lernen corTie 34

FRANKFURT AM MAIN

* Welche Fairness Definition in welchem * Mogliche Fallen beim Einbau von ML im
Kontext? Bereich der Mensch-Maschine Interaktion

* Verbindungen Fairness Definitionen —Nicht das ganze System modelliert

» Gewichtung Fairness und Accuracy - Die Ubertragen einer L6sung in einen

anderen Kontext kann scheitern

—Falsche Fairness-Definition im System
modelliert

—Der Einbau von ML in ein bestehendes
System kann Verhalten und Werte
andern

—Die beste Losung konnte ohne
Technologie auskommen

Selbst, A. D., Boyd, D., Friedler, S. A., Venkatasubramanian, S., & Vertesi, J. (2019, January). Fairness
and abstraction in sociotechnical systems. In Proceedings of the conference on fairness, accountability,
and transparency (pp. 59-68).

* Unfairness ,suchen”

* Fairness vs. Gerechtigkeit
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Weltere Lekture
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Artificial intelligence / Machine learning

Can you make Al fairer FAIRNESS ODER VORURTEIL? |
than a judge? Play our

courtroom algorithm
game

The US criminal legal system uses predictive algorithms to try to
make the judicial process less biased. But there’'s a deeper problem.

Einsatz Klnstlicher Intelligenz bei der Jobbewerbung fragwurdig

HINTERGRUND
L LT

e i

i \ “‘:‘ | T
Bl 8 4
by Karen Hao and Jonathan Stray October 17,2019 ; \,,.;‘ | ll. ’l‘
g e TR

°
1)
Eik

BIG FIVE ERGEBNIS
Original @ mit Bicherregal

Offenheit

Vertraglichkeit

Neurotizismus

https://www.technologyreview.com/2019/10/17/75285/ai-fairer-than-judge-criminal-risk-assessment-algorithm/ https://web.br.de/interaktiv/ki-bewerbung/
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Zusammenfassung
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* Bias
* Diskriminierung
* Fairness

* Algorithmen
—Pre-, In-, Post-Processing
—Klassifizierung
—Computerlinguistik (NLP)

* Herausforderungen
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Danke fur die Aufmerksamkeit ﬁﬁiﬁm

FRANKFURT AM MAIN

OH, HEY, YOU ORGANIZED
OUR PHOTO ARCHIVE!

YEAH, T TRANED A NEURAL

NET TO SORT THE UNLABELED
PHOTOS INTO EHTEE-DErEE

WHOA! NICE LWORK!

sebastian.pape@m-chair.de 6 %

ENGINEERING TiP:

WHEN YOU DO A TASK BY HAND
YOU CAN TECHNICALLY SAY YOU

TRANED A NEURAL NET To DO IT.

https://imgs.xkcd.com/comics/trained_a_neural net.png
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