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loT Wearables
* Inference attacks
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* Framework for risk analysis
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WEARABLE

Device must be worn on the body
throughout its use; it should not be
carried.

Entertainment
Fitness
Gaming

Industrial

Lifestyle

Medical

Pets Animals

CONTROLLABLE

Device must be controllable by the
user; this could be done either
actively or passively.

loT Wearables

The |deal Wearable Device

+ b

Device must augment knowledge,
facilitate learning or enhance
experience.

ol

MOBILE

Device must give users the
freedom to act naturally and not
be limited to a fixed area.

The Wearables Database Facts
43 Devices
188 Devices
24 Devices

68 Devices

88 Devices

8 Devices

Note: Some devices fall into more than one category.

431

Number of Devices
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$326

Average Price (USD)

266

Number of Companies

[Source: vandrico.com]




el loT Wearables: Sensors
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Accelerometer
Camera

Gyroscope

Light

Magnetic field
Microphone
RGB(W) sensor
Power consumption
Touchscreen

 Glucometer
e Heart Rate Monitor

* Compass
* GPS

e Speaker
* Vibration

Sensors in loT Wearables
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el Inference Attacks: Example

Fitness Tracker Safe with rotary combination lock
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pletien s Inference Attacks: Principle

AR

Machine Learning Information

Sensors in IoT Wearables
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Health Data Demographics Daily Activities Misc
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mt?m?s'!ﬁ?ss Conclusion

143 inference attacks on loT Wearables found
- Many of them surprising

- Some with harmful impact and quite acurate

* User should be informed before granting access to a sensor

* We should carefully watch what happens with our data

* Problem will be more serious for the
Internet of Bodies
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