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business Comp. Criteria / Requirem.

* Privacy
* Usability

* Transparency

* Compatibility

Sebastian Pape

Shop should learn only user’s activity on
platform

- i.e. purchased products
- total value

Shop does not learn payment or
shipping data.

Payment Provider should only learn
- amount to be payed
- Payment data

Shipping Provider should learn only
- the shipping data

| Shipping Payment Products Value

Shop v v
Payment v v
Shipping v 4 /17




MEElERy LINDDUN: Overview

PROBLEM SPACE SOLUTION SPACE

2. Map

privacy 3. Identify 4. Prioritize 5. Elicit 6. Select
1. Define DFD threats to threat : mitigation corresponding
: threats .
DFD scenarios strategies PETS

elements

Linkability
Identifiability
Non-repudiation
Detectability

Disclosure of information
Unawareness
Non-compliance
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LINDDUN: Regarded Threats

Abbreviation Threat

Link Linkability purchase
Iden Identifiability

DeLo Detectablility login
DePu Detectablility purchase
DePa Detectablility payment
DeDe Detectablility delivery
DiSC Disclosure shopping cart
DiTV Disclosure total value
DiPd Disclosure payment data
DiDd Disclosure delivery data

Sebastian Pape
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Standard Scenario

business
I. product data i
B. Shop i A
A. User i
\:\,A i Il. payment data i
I _ll. delivery data |
i i i 3. payment i
i D. Sh‘ipping i i C. Pay i
Link || Iden || DeLo | DePu | DePa | DeDe || DiSC | DiTV | DiPd | DiDd
A User X X X X X X B X | XX _
B. Shop X X X X X X B TRl e
C. Pay X) X X X X ~
D. Shipping | (X) || (X) X X e
Sebastian Pape 7117
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e Shop Stores Encrypted Data
i . product data i B
i_:__:__:__:__:__:__—_ ::;Z:Z;;t_:::_ L gl _;’__;_;_C__r;_;_t_ _______________________________i
: delivery payment I
: data data I
iL__________________________ _'_V_'_p_a‘_”‘_"f'lt_‘ia_t‘i______________Ji
Link || Iden || DeLo | DePu | DePa | DeDe || DiSC | DiTV | DiPd | DiDd
B. Shop (X) X X X X X X
C. Pay (X) (X) X X X X
D. Shipping | (X) (X) X X X
E. ID-P 08 X
Sebastian Pape 8 /17
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|ID-Provider stores Encrypted
Data

1. select
products

I. product data

LSS S EE s S e S m s

Il. payment data ﬂ

5. decrypt
delivery

data

3. decrypt
payment
data

_________________________

- V. delivery data | D. Shipping | | C. Pay | IV. payment data
Link || Iden || DeLo | DePu | DePa | DeDe || DiSC | DiTV | DiPd | DiDd
B. Shop X) X X X X X X
C. Pay X X X X X X
D. Shipping | (X) (X) || _——=% X X
{E. ID-P X | X ||CX X X XD
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L e o e s e

e

Redirection to 3™ Party

. delivery data

Il. payment data

1. select
products

2. checkout

I. product data

|
|
|
|
|
|
|
|
|
|
i
B. Shop :
|
|
|
|
|
|
|
|
|
|
|
|

D

:I._ _____________________________________________________________ || WS S T (P T R e (O G, I T,
: |
| D. Shipping 4. delivery l i 3. payment C. Pay
|
; ii
Link || Iden || DeLo | DePu | DePa | DeDe || DiSC | DiTV | DiPd | DiDd
B. Shop (X) X X X X X X
C. Pay (X) (X) X X X X
D. Shipping | (X) (X) X X X
E. ID-P X (X)
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Comparison Privacy

Threat Entity Shop Pay Ship Identity Provider
Identifiability A (ABCD)? | (ABCD)’ | BCD
Disclosure shopping cart | AB CD

Disclosure total value ABCD | ABCD

Disclosure payment data |/ A ABCD

Disclosure delivery data |\ A ABCD |
Linkability purchase "A(BCD)! | (ABCD)? | (ABCD)? |[C
Detectablility login ABCD B{CD
Detectablility purchase ABCD | ABCD | ABCD || C
Detectablility payment ABCD | ABCD C
Detectablility delivery ABCD ABCD \C}

I Depends on the user’s choice.

2 Depends on user’s payment

3 D'epends on user’s shipping




T einess Usability

* B (+): User needs to take care of key management and
encryption

* C (++): User may delegate crypto to ID-Provider

* D (o) : transactional load is put on the User
* check information is sent to the correct party
* Re-enter of data or 3 logins needed

1. select
products

1. payment data

II. delivery data

Il. payment data a

e
I
5. decrypt | 3. decrypt |
delivery 6. delivery } 4. payment payment |
data ! data :
} :
V. delivery data D. Shipping |} | C. Pay IV. payment data el e TR i s ST TR SRS e e S E TSR S I R TR
i
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business | ransparency

* D (+): The user can see the data providers.

* B (0): Data is sent encrypted via a third party.

* C (o0): Data is sent encrypted via a third party.

IIl. delivery data II. payment data N

_____________________________________________________

———————————————————————————————————————————————————

D. Shipping

Sebastian Pape 13/17
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business Com patlblllty

* B (+): All three versions hide the identity of the user
* C (+): as required, but besides that respect the

* D (+): business model

______________________________

A. User E. ID-Provider

1. select
products

1. payment data

1. delivery data

Il. payment data a

____________________________________________________

r Bl
= |
I
5. decrypt ! 3. decrypt : |
delivery 6. delivery } 4. payment payment i |
data ! data : :
I I :
i i l
V. delivery data D. Shipping |} | C. Pay IV. payment data el e TR i s ST TR SRS e e S E TSR S I R TR
i
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Knes  Comparison

Privacy Usablity Transpa- Compati-

rency bility
A - 0 o SEan
B -+ 0
e e R 1
D A O = £
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Summary and Future Work

Comparison of 4 architectures
" Privacy
= Usability
" Transparency
* Compatibility

ID-Provider stores encrypted data. -

Next step: Implementation

Open Questions:
* Willingness to Pay
* Impact on Business Models
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