
1 Introduction

Social engineering (SE) attempts to induce and exploit certain be-
haviour by influencing the victims to obtain sensitive informa-
tion. A SE attack is often the first step of a larger attack, in which 
the attacker uses the information gained there for further attacks 
[1]. However, the latest Data Breach Investigations Report [1] also 
reports another increase of financially motivated SE, where the at-
tacker directly ask for some money, i. e. by impersonating CEOs 
or other high-level executives. While a couple of defense meth-
ods and counteracting training methods [2, 3] exist, at present, 
companies have three main strategies to fend off SE attacks: SE 
penetration testing, security awareness training and campaigns.

For SE penetration testing, penetration testers are, as benign 
hackers, supposed to attack the employees and find weak points. 
This is mostly the case to investigate the employees’ vulnerability 

to phishing attacks. Unfortunately, this approach is not without 
problems. Experiments have shown that this approach can also 
lead to employees becoming demotivated when confronted with 
the results of the test [4]. In addition, such a test can interfere with 
the employees’ right of personality, in particular since for an ac-
curate assessment of the situation, employees cannot be told be-
forehand they are being tested, resulting in ethical issues [5]. As 
a consequence, there are numerous labour law requirements for 
SE penetration tests [6, 7].

Security awareness training may prove successful in particu-
lar against phishing. However, often employees are not trained at 
all or the training is conducted insufficiently [1] or in a way that 
it does not have a long lasting effect [8]. Security awareness cam-
paigns often provide only information about risks and are not en-
gaging, interesting and entertaining enough, evoke negative feel-
ings such as anxiety, fear or stress and therefore are ineffective to 
change individuals’ behavior [9]. Altogether, both strategies have 
in common that individuals generally dislike following instruc-
tions because it is associated with losing control.

A not so common method is the use of serious games, games 
that have a serious goal besides entertainment. Serious games are 
more entertaining and engaging than traditional forms of learn-
ing and influence individuals’ behavior due to their use of ped-
agogy and game-based learning principles, such as motivation, 
cognitive apprenticeship and constructivism [10]. Therefore, at 
a first glance the use of a serious game for awareness raising and 
training against SE attacks, e. g. HATCH [11, 12], seems to be fine. 
However, in this paper we investigate the legal challenges to make 
use of the game HATCH, which offers two different types of sce-
narios. As a case study, we examine under which circumstanc-
es which of HATCH’s scenario types is suitable and legal to ful-
fill its goal. Based on the results, we derive general recommen-
dations what to consider when making use of a serious game for 
awareness raising.1

1  Foto: Petra Coddington
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2 Background and 
Related Work

In this section, we first describe 
HATCH, the game we have investi-
gated. In the second part of the sec-
tion, we discuss related work.

2.1 HATCH

The serious game considered for our 
use case is HATCH [11, 12], which 
aims to improve the employees’ un-
derstanding of SE. For our analysis, 
we briefly sketch how HATCH works: 
Each player is in the role of an attacker.
1.	Each player draws a card from the 

deck of human behavioral prin-
ciples, e. g. the “Need and Greed” 
principle.

2.	Each player draws three cards from 
the deck of the social engineering at-
tack techniques, e. g. phishing.

3.	Each player develops an attack tar-
geting one of the personas in the scenario based on the drawn 
cards.

4.	Each player presents his/her attack to the group and the other 
members of the group discuss if the attack is feasible.

5.	The players get points based on how viable their attack is and 
if the attack was compliant to the drawn cards. The player with 
the most points wins the game.

6.	As debriefing, the perceived threats are discussed and the play-
ers reflect their attacks.

The game can be played either with an imaginary (virtual) scenar-
io or a (realistic) scenario that reflects the real working environ-
ment. We describe both scenario types in the following.

Virtual Scenarios

Virtual scenarios are used when HATCH is used for training and 
awareness purposes [11]. These consist of a plan of a department 
or company (see Fig. 1) and for each of the employees shown in 
the plan there is a persona card that outlines the basic character-
istics of the employee (see Fig. 2). The players’ task now is to come 
up with an attack that is as plausible as possible on the basis of the 
drawn cards and that exploits the characteristics of the employees 
present in the game. The attack found is then evaluated for plau-
sibility by the players.

Realistic Scenarios

The basic gameplay of HATCH with a realistic scenario [12] is the 
same as with a virtual scenario. However, virtual people are not 
used here, instead a plan of the real working environment is cre-
ated and the players devise attacks on their colleagues. In doing 
so, they use their colleagues’ existing knowledge of work process-
es, skills and preferences. Besides training and awareness raising, 
the result is a list of possible SE threats that can be used to im-
prove work processes and security policies. The advantage over a 
threat analysis by experts is that the employees of a department 

or a company know the real work processes very well, so it is eas-
ier to train them in social engineering than to have experts study 
all work processes.

2.2 Related Work

While there are reports on the use of serious games in the cor-
porate sector [10], the body of literature specific to serious games 
aiming to raise awareness and allow security training is rather 
low. Regarding compliance and serious games, there is a lot of 
work, but only on using serious games to increase the compliance 
and not on the compliance of serious games. In the area of SE, 
most of the work is focused on SE penetration testing. [5] discuss-
es the ethics of SE penetration testing, and [6] and [7] discuss SE 
penetration testing from a legal perspective towards labour law.

Fig. 1 | Scenario for an Energy Provider

Fig. 2 | Persona Card for Jonas, an Accountant
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3 Legal Adequacy of HATCH

It is generally accepted that management has a legal obligation to 
maintain and operate IT security measures as part of the compa-
ny’s own compliance – this includes training employees with re-
gard to social engineering attacks. The compliance obligation un-
der IT security law can be derived from the most varied legal pro-
visions and depending on the respective industry, generally from 
§ 43 par. 1 German Limited Liability Companies Act (GmbHG) 
and § 93 par. 1 German Stock Corporation Act (AktG). Where, 
on the one hand, there are corporate obligations to implement an 
appropriate level of IT security, the question arises on the other 
hand as to whether and how the employee must tolerate associat-
ed measures and, if necessary, also participate in them. The con-
flict between freedom and security is updated here in the form of 
issues relating to labour law and also data protection law, as well 
as for corporate compliance and corporate governance. Especial-
ly for an SE game like HATCH, which requires the active partic-
ipation of the individual employee, various legal problem areas 
therefore open up. A distinction must be made between the real-
istic and the virtual game scenario.

3.1 Realistic Scenarios

In HATCH’s realistic scenario, the actors involved in the compa-
ny play themselves out. A particular legal relevance for this case 
arises from the fact that the simulated SE attacks are aimed at re-
al persons and their character traits. With regard to the question 
of the legal reasonableness for the individual employee, this must 
be evaluated in compliance with Art. 2 par. 1 in conjunction with 
Art. 1 par. 1 of the German Constitution (“Grundgesetz”, GG), 
which prescribes the General Right of Personality (“APR”). The 
APR as a part of the German Constitutional Law has an influence 
on employment law, among other things, as an ancillary obliga-
tion of the employer under the employment contract in accord-
ance with § 241 par. 2 of the German Civil Code (“Bürgerliches 
Gesetzbuch”, BGB).

For the employer, on the other hand, the freedom of occupation 
resulting from Art. 12 of the GG and the associated protection of 
entrepreneurial interests, also based on the indirect third-par-
ty effect of the fundamental rights in the private-law relation-
ship, is in dispute. In principle, the employer must protect the em-
ployee from unlawful interference with his or her personal rights 
within the scope of his or her obligations arising indirectly from 
the APR [13, BetrVG, p. 99, Rn. 106]. This also includes protec-
tion against potentially embarrassing measures that could have 
a negative impact on employees [6]. Particularly for an SE game 
in a realistic scenario, there are risks here in that employees feel 
exposed or that their company’s appreciation is reduced, in that 
personal limits are exceeded by experiencing the game as a real-
istic situation and in that unforeseeable courses of the game oc-
cur in the group dynamics. It is questionable whether, in contrast 
to this and in the specific case, the company’s interests in the ex-
ecution of the game outweigh the risks and whether compliance 
with the obligation under German IT Security Law is therefore 
to be classified as more important than employee protection. The 
principle applies here that in sectors and industries that are par-
ticularly relevant to security, gaps in corporate security certain-
ly have a high weight in the legal weighing of interests [9]. From 
this, it can be concluded that, as a rule, the fictitious creation of 

a potentially employee-damaging environment, in which the re-
al personality of the employee is exposed to weak points relevant 
to SE, in companies that are not particularly exposed, can hard-
ly be justified by the potentially increased learning success of an 
awareness raising measure to promote IT security. The situation 
would be different for Critical Infrastructures with a high risk of 
attack or for companies that have already been victims of SE inci-
dents and for which a similar threat situation is also apparent for 
the future: Here, the increased need for awareness-raising meas-
ures as a factual connection with the protection of employees and 
their jobs could justify the feasibility of the measure, above all in 
the interest of the employee. A different legal assessment may al-
so be required in the case of a threat analysis, as the methodolo-
gy to be applied here requires that all weak points relevant to IT 
security in a company be determined, which therefore necessar-
ily also includes the human factor.

3.2 Virtual Scenarios

In the virtual scenario of HATCH, the SE attacks are played out 
using fictional characters and the imaginary role assignments as-
sociated with them. As in the realistic scenario, a legal balancing 
between the personal interests of the employee and the operation-
al and economic interests of the employer must be carried out. A 
stigmatization risk for the individual employee exists here to the 
extent that technical or content-related knowledge gaps with re-
gard to SE threats reveal personal deficits vis-à-vis the employer. 
However, this can be counteracted by training measures on SE 
prevention carried out before the game. Clearly formulated com-
munication and game rules also help to ensure that situations 
of potential hostility, harassment or discrimination during the 
course of the game can be effectively countered in advance. Last 
but not least, the choice of fictional characters also significantly 
reduces the degree of personality impairment, as the employee’s 
inner structures and characteristics are not subject to play [10]. 
Likewise, in the fictious scenario HATCH offers a possibility to 
promote and support the personality development of the employ-
ees within the scope of the compulsory exercise of § 75 par. 2 Ger-
man Works Constitution Act (“Betriebsverfassungsgesetz”, Be-
trVG). As in the realistic scenario, the game also enables the em-
ployer to protect the company from SE attacks by improving the 
awareness of its employees. As a result, the employer’s interests 
generally outweigh those of the employee in the virtual game op-
eration, so that the use of HATCH represents a conceivable alter-
native to the classic training measures in this area.

4 Discussion

In this section, we discuss how the result of our legal analysis 
could be generalised. First, which parts of the results can be trans-
ferred to other games. Second, to which extend it is possible to 
generalize the results to other (European) countries.

4.1 Generalization to Other Games

All legal considerations are specific to HATCH. Thus, in general 
one would need to do a legal assessment for each game individu-
ally. However, some general conclusion can be drawn in particu-
lar from the comparison of the two different scenario types. The 
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analysis of the virtual scenario suggests that if within the serious 
game the employee’s personal characteristics are not subject to 
play, the use of the serious game may be admissible if it is operat-
ed in a sufficient manner2. If the employee’s personal character-
istics are subject to play, as in the realistic scenario, a legal assess-
ment is needed considering the aim of the game, i. e. threat anal-
ysis, the risk situation and exposure of the company to SE attacks 
to justify the feasibility of the game.

As a consequence, games which merely have a technical focus 
and do not consider human factors should be playable without the 
risk that employee’s personal characteristics are subject to play. 
For example, Elevation of Privileges [14, 15] based on [16]’s threat 
modeling method should work out fine if players focus on the 
system, it’s bugs and features as proposed in the game’s instruc-
tions. Similar considerations hold for security related variants of 
planing poker [17] such as Protection Poker [18, 19], Security Tac-
tic Planning Poker (SToPPER) [20].

Ctrl-Alt-Hack [21–23], another tabletop card game about white 
hat hacking, is based on game mechanics with virtual personas 
(hackers) and fulfilling the missions in the game does not rely on 
the players’ or employees’ characteristics. Therefore, even though 
it includes attacks based on social engineering, we would consid-
er it comparable to the virtual scenario from HATCH, and thus 
conclude that there should be no major obstacles to play it with-
in the context of a company.

We went through the descriptions of a couple of education-
al security games like Cyber Security Requirements Education 
Game(SREG) [24], Cyber Security-Requirements Awareness Game 
(CSRAG) [25], Harbour Protection Table-Top Exercise (HPT2E) 
[26, 27], Operation Digital Chameleon [28, 29], and Operation Dig-
ital Snake [30], but none of them was making use of players’ or 
employees’ characteristics. On the other hand, all of them are in-
tended for awareness raising or education and none of them is in-
tended for threat analysis. Thus, they would also be in the same 
line than the virtual scenario for hatch, which also makes them 
rather unproblematic game candidates.

2   e. g. taking care that no personal deficits vis-á-vis the employer are re-
vealed and clearly formulated communication and game rules are applied.

4.2 Generalization to Other Countries

All legal considerations made in this context are subject to Ger-
man law. This is due to the fact that in the EU, labour law is pri-
marily regulated by the Member States themselves. Nevertheless, 
some general conclusions can also be drawn. For example, some 
of the legal considerations made in the legal analysis in this arti-
cle are based on data protection regulations which are governed 
by EU law, in particular the EU GDPR. In many cases of EU law, 
as far as the processing of personal data is concerned, the focus is 
on balancing the interests of the data processor (in this case, the 
employer) and those whose personal data are processed (in this 
case, the employee). Thus, to the extent that operational IT secu-
rity interests are weighed against individual data protection in-
terests, the legal statements in this paper can certainly be general-
ised to a certain extent. In this respect, the legal weighing of inter-
ests carried out here can at least provide an indication of wheth-
er the use of HATCH in the operational context would also be le-
gally permissible in other (European) countries.

5 Conclusion

While at a first glance, it seems to be legit to use a serious game 
for security training and awareness, our legal assessment showed 
large differences in the assessment of the two different scenari-
os. If the employee’s personal characteristics are part of the game, 
care needs to be taken to not unnecessarily expose the personal-
ity of the employees. This even holds if the employees ask for or 
volunteer to play the scenario with a realistic environment, where 
they would suggest social engineering attacks on each other. On 
the other hand, if the employer can demonstrate a reasonable in-
terest, i .e. if the game is used for threat analysis, the use of the 
game with a realistic scenario may be admissible.

As future work, the legal assessment should be extended for 
other countries such as the US or other member states of the EU.
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