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ABSTRACT
We conducted a literature survey on reproducibility and replicability
of user surveys in security research. For that purpose, we examined
all papers published over the last five years at three leading security
research conferences and recorded the type of study and whether
the authors made the underlying responses available as open data,
as well as if they published the used questionnaire respectively
interview guide. We uncovered how user surveys become more
widespread in security research and how authors and conferences
are increasingly publishing their methodologies, while we had no
examples of data being made available. Based on these findings, we
recommend that future researchers publish their data in addition
to their results to facilitate replication and ensure a firm basis for
user studies in security research.

CCS CONCEPTS
• General and reference → Surveys and overviews; Empirical
studies; • Security and privacy→Human and societal aspects
of security and privacy; Social aspects of security and privacy;
Usability in security and privacy.

KEYWORDS
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1 INTRODUCTION
Recently, there is an ongoing discussion in security research [46]
and science in general [7, 24, 34] about the reproducibility of experi-
ments and the sharing of research data and code. In a Nature article
from 2016 named “1,500 scientists lift the lid on reproducibility”,
52% of the 1,576 surveyed researchers stated that they see a “signif-
icant reproducibility crisis” in their respective field [5]. Since then,
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several initiatives1 and special issues in journals have been started
to conduct replication research and promote higher standard with
respect to reproducibility.

Madeyski et al. [46] consider reproducibility as a minimum re-
quirement for good science. They define reproducible research as
research papers that “incorporate the basic data and specific sta-
tistical methods used to analyze those data”. Madeyski et al. [46]
distinguish between replication of a study where independent re-
searchers repeat the same experiment with different subjects, and
thus generate a new dataset and reproducibility where the existing
data set along with the used tools and the process described in the
study should lead to the same results. There is also an ongoing
discussion about the terminology of reproducibility and replicabil-
ity [58] along with definitions from the International Vocabulary
of Metrology [36] and the corresponding standard ISO 5725-2, the
Association for Computing Machinery (ACM) [4] and others where
both terms have different meanings. However, we will not elab-
orate in depth on the differences in terminology for the context
of our study. The core of both concepts is transparency provided
by researchers explaining their methodology and analysis in a de-
tailed manner as well as clearly showing potential drawbacks and
limitations of the respective approaches and results.

In general, when assessing the types of security research, we
found:

Theoretical contributions where the authors developed a
model or a framework or did a proof (e.g. cryptography)
→ similar to research in mathematics and philosophy

Construction of a system where the authors built a system
→ similar to research in computer science and (software)
engineering

Measurements within a system where the authors (techni-
cally) evaluated a system (e.g. measure of throughput, per-
formance, etc.)
→ similar to research in biology, physics and chemistry

User studies where the authors considered the users of a sys-
tem
→ similar to research in psychology, sociology and econom-
ics

After that classification, we decided to investigate user studies in
security research to analyze their reproducibility and replicability.
We decided to focus on this type of studies since they become
increasingly important as a component to evaluate the user value
of technical solutions in the computer science discipline (cf. Figure 1
and 2). In light of the aforementioned replication issues in fields
heavily relying on on surveys and experiments with individuals,
the research community reacted and engages in efforts to replicate
existing work for several years now, and latest studies indicate that

1For example, Center for Open Science https://cos.io
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a relatively large share of social science studies is still not replicable
(38%) [65]. Such studies with a focus on the user evaluations and
assessments have not been conducted in the computer science
discipline, to the best of our knowledge.

Following the definition of Madeyski et al. and considering the
additional need of transparency, openness as promoted by Nosek
et al. [53], we conclude that the availability of data along with a
precise description of its evaluation is necessary to allow repro-
ducibility and a rigorous description of the executed experiment.

Thus, as a first step, we conduct a literature survey on user
studies in security research and investigate how many of them
document the used method, rigorously report data collection and
analysis, including listing the questionnaire items and interview
guides as well as which studies make the research data available.

Literature reviews or surveys can be conducted following several
different methodologies. In order to have reproducible and well
documented results, we have decided to follow the methodology for
conducting literature reviews by vom Brocke et al. [74], combined
with a concept-centric approach for synthesizing the results [76].
Due to the massive amount of security research today, the liter-
ature review covers only a representative selection of three high
quality general security conferences for the search process. This
is a regular limitation for systematic literature reviews since it is
close to impossible to cover all existing outlets of a discipline. The
remainder of the paper is as follows. Section 2 discussed related
work before Section 3 describes the methodology in detail. Sec-
tion 4 presents the results of the literature review and the analysis
and synthesis. Section 5 discusses the results and concludes with
recommendations for future user studies in the security field.

2 RELATEDWORK
Related work with the goal of investigating the degree of replica-
bility and reproducibility of scientific research gained substantial
traction in the last years. This is mainly due to the revelations
related to faked or tweaked research data and results and the fol-
lowing reproducibility crisis [5]. Thus, several researchers set out
to lay more focus on this important issue. This is done by either pro-
viding special outlets for such papers or by conducting large-scale
studies with the goal to replicate existing research.

An example for a new journal, specifically focusing on replica-
tion work, is the Transaction of Replication Research (TRR) in the
Information Systems (IS) domain [21]. Here, authors must submit
either exact replications, methodological replications or conceptual
replications and thereby define the exact type of replication study
they conduct.

Examples for large-scale studies investigating multiple existing
research articles can be found in several disciplines. One of the most
criticized disciplines with respect to reproducibility is psychology.
Here, a large-scale replication study investigating 100 experimental
and correlational studies found that the mean effect size found
in the replication studies (0.197) was half the effect size found in
the original papers (0.403) [56]. Besides that, several effects were
roughly zero in the replication paper indicating that the results
found in the original papers must be questioned with respect to
their reliability.

Related to our field of research is a study by Collberg et al. [14, 15]
who did a study on papers from computer systems researchers and
investigated the extent to which they share their code and data and
to the extent to which the received code builds.

They examined 402 papers from ACM conferences and journals
and were able to obtain the code for 32% of them and build it within
30 minutes. For 48% (54%) they were able to build the code with
extra effort (or the authors stated it would build with reasonable
effort). They suggest a sharing specification scheme to specify the
level of sharing for a paper.

3 METHODOLOGY
The literature review follows the framework by vom Brocke et
al. [74]. This framework suggests building a taxonomy for the
literature review in order to provide a comprehensible structure (cf.
Table 1).

The grey cells show the applicable categories of this literature
review. The review aims for research methods with respect to user
studies and evaluations applied in security research articles. The
goal is to integrate the used methods of the research articles to
provide a common ground for future researchers and to identify
guidelines for conducting quantitative user studies in the security
domain. The structure of the results is supposed to be methodolog-
ical with a neutral representation of the results. The review aims at
the audience of scholars specialized in the field of security research.
The coverage strives for representative results with respect to the
top three security conferences (cf. Table 2). We decided to focus
on conferences rather than journals as we believe that conferences
have a tendency to offermore current results and thus better capture
new trends, while journal articles tend to undergo longer review
and publication cycles and may potentially lag behind conferences
in terms of very new developments.

The selection of the included conferences is based on the Core
Conference Ranking [16]. We included only the general security
conferences ranked A+ in this ranking. Following this selection
criterion, we included the IEEE Symposium on Security and Privacy,
the ACM Computer and Communications Security Conference and
the USENIX Security Symposium. In addition, we only searched
the main conference proceedings (i.e. no workshops or comparable
co-located events), as we felt that this would ensure an unbiased
look at the relative consideration that user studies are receiving in
this field. We include the proceedings of the conferences ranging
from 2013 onwards. To follow the goal of this literature review and
provide a profound and diverse insight into current user studies in
security research, we did not use any keywords to search the three
conferences, but checked each paper in every year in the respective
proceedings. The sum of all papers in the conference proceedings
are regarded as “Hits”. Subsequently, the hits are evaluated thor-
oughly based on whether they employ a quantitative method and
conduct user studies. If a paper does this, it is considered as a “Final
Hit” and the methods are analyzed in-depth.
We defined user-study as research aiming at understanding the user
through self-reported answers, be it qualitatively through inter-
views or quantitatively through surveys. As an example, we decided
to exclude Bonneau and Schechter [10], who would distract their
users and measure how well they recall their passwords, as this
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Table 1: Taxonomy of the Literature Review following Cooper [17]

Characteristic Categories
Focus research outcomes research methods theories applications
Goal integration criticism central issues
Organization historical conceptual methodological
Perspective neutral representation espousal of position
Audience specialized scholars general scholars practitioners/politicians general public
Coverage exhaustive exhaustive and selective representative central/pivotal

was measured directly through the input speed of the users, rather
than relying on the users answering questions.

The structure of the literature search is based on the proposal
by vom Brocke et al. [74]. On the top level, we distinguish between
qualitative research, which is defined by Strauss and Corbin [70, p.
10f] as: “[. . . ] any type of research that produces findings not ar-
rived at by statistical procedures or other means of quantification”,
and quantitative research which makes use of statistical procedures.
Generally, if an article incorporated both qualitative and quanti-
tative surveys and one is given significantly more weight than
another, we generally assigned the paper to the category receiv-
ing more focus. Only if a publication incorporates both substantial
surveys with large sample sizes as well as detailed interviews that
go beyond pretesting for the surveys did we refer to is as mixed
methods. The article by Egelman et al. [23] is a representative ex-
ample for these kinds of studies including structured interviews in
combination with a large user-study.

Finally, we checked whether the authors offered the survey or
interview responses they obtained as open data for future research
and whether they added the specific questions the participants were
asked.

Table 2 shows our findings from the literature search. Following
our selection criteria, we could identify 61 articles which are in the
scope of our literature review (marked as “Final Hits”). We found
most user-related studies in the USENIX Security Symposium (26)
followed by the ACM CSS with 19 articles and the IEEE S&P with 16
articles. Figure 1 illustrates the number of articles over our period
of coverage. It can be seen that there is a slight overall increase in
user studies for all three conference together with a major increase
in 2018.

4 RESULTS
Table 3 presents the results of the literature search. Overall, we see
a notable absolute as well as relative increase in the proportion of
user studies compared to other studies as evidenced by Figures 1
and 2, with only 2016 slightly bucking this trend on the back of
an unusually high number of articles published in the USENIX Se-
curity Symposium in 2015, whose subsequent fall in the next year
could not be counteracted by a rise in the number of user studies in
the other two conferences. Furthermore, even though none of the
authors offered the full data from which they derived their results,
Table 3 and Figure 3 show that 31 out of 61 papers supplied their
questionnaires or interview guides, which provides immense value
for replications with different participants. A general trend is that
the proportion of supplied questionnaires increased in time; all nine

Figure 1: Overall number of user studies since 2013
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Figure 2: Proportion of user studies since 2013
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Figure 3: Relative number of papers supplying questions
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Table 2: Summary of the Literature Search

Conference Coverage Hits Final Hits
1 IEEE Symposium on Security and Privacy 2013 – 2018 315 16
2 ACM Computer and Communications Security Conference 2013 – 2018 1,050 19
3 USENIX Security Symposium 2013 – 2018 437 26
Sum 1,802 61

Table 3: Results of the Literature Review following the structure proposed by vom Brocke et al. [74]

Quantitative Method Qualitative Method Mixed Method
Descriptive Inferential given not given

Ex
pe
rim

en
ta
ld

es
ig
n Fi
el
d

Komanduri et al. [39]
Plane et al. [57]2
Harkous et al. [32]2
Bianchi et al. [8]
Tischer et al. [72]2
Joudaki et al. [37]2
Golla et al. [31]2
Redmiles et al. [62]2
Nguyen et al. [52]2
Das et al. [18]2

Gallagher et al. [29]2 Stevens et al. [69]

La
b

Fratantonio et al. [28] Karapanos et al. [38]2
Tian et al. [71]2
Acar et al. [3]
Lévesque et al. [43]

Lebeck et al. [42]2
Naiakshina et al.
[50]2

Lau et al. [41]
Reynolds et al. [63]2

Krombholz et al. [40]2

N
on

-e
xp

er
im

en
ta
ld

es
ig
n

Jana et al. [35]
Feng et al. [27]
Fawaz et al. [25]
Li et al. [44]
Yuan et al. [80]
Vilk et al. [73]
Cherubini et al. [12]2
Sahin and Francillon [64]
Neupane et al. [51]
Polakis et al. [59]2
Fawaz and Shin [26]
Shirvanian and Saxena [67]
Denning et al. [20]

Dechand et al. [19]2
Lyastani et al. [45]2
Wijesekera et al. [78]
Olejnik et al. [54]
Acar et al. [2]
Cho et al. [13]
Sharif et al. [66]2
Redmiles et al. [60]

McGregor et al. [47]2
Redmiles et al. [61]2
Abu-Salma et al. [1]
Votipka et al. [75]2
Blond et al. [9]2
Simko et al. [68]

Oltrogge et al. [55]
Becker et al. [6]
Mu et al. [49]2

Wijesekera et al. [77]2
McGregor et al. [48]2
Winter et al. [79]
Zhang-Kennedy et al.
[82]
Gao et al. [30]2
He et al. [33]2
Zeng et al. [81]
Egelman et al. [23]23
Dietrich et al. [22]24

1Open Data 2Questionnaire reported 3Egelman et al. [23] had structured interviews and a large user-study 4Dietrich et al. [22] had a (non-saturated) set of interviews as well as a quantitative study

user studies presented at the ACM Computer and Communications
Security Conference since 2017 supplied their questionnaires or
interview guides, compared to four out of ten in the period between
2013 and 2016. The same indications are observable for the other
two conferences we consider. We also observe a higher proportion
of supplied questions for studies employing inferential statistics
compared to those that focus on purely descriptive methods, which
is most likely indicative that the user surveys played a higher role
for those studies, while descriptive statistics are generally being
offered as supplements to studies less focused on user opinions.
The proportion of studies employing qualitative methods that sup-
plied their interview guides was not significantly different from the
corresponding proportion for studies that supplied questionnaires.

5 DISCUSSION AND CONCLUSION
Our results point to a growing role of user studies in security re-
search, which is still dominated by more technical approaches. This
shift underscores the importance of supplying detailed methodolog-
ical information by the authors of said studies to ensure replicability,
especially considering the warnings of a replicability crisis in social
sciences [11], which rely heavily on equivalent methodologies. Our
review shows encouraging signs in this direction, with a growing
proportion of authors supplying their questionnaires or survey
guides; notably, each identified user study published at the ACM
Computer and Communications Security Conference since 2016
had their questionnaires and study guides included in the appendix.
Considering open data, our results were disillusioning. None of
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the papers provided their data which would not only allow repro-
ducibility, but also related studies to do a more accurate comparison
of the results. We want to encourage openness for all conferences
in security research, to ease replicability and stop spurious results
from taking hold. Encouraging the addition of questionnaires to
the appendices of user studies would be simple to achieve and can
help put these results on firmer ground.

Future work could expand the literature surveyed. While we
decided to focus on a small set of highly ranked conferences, ad-
ditional conferences as well as journals may give a more detailed
look into the state of users surveys in security research. In addition
to a wider breadth, future research could also look deeper into
specific methods employed in the user studies. We decided to focus
on a high-level overview and not to differentiate between different
statistical tests, even though we saw a diversity of approaches. We
also omitted a deeper look into sample sizes, as there was not al-
ways a clear distinction between preliminary tests and studies, and
the first group could easily distort results. For qualitative studies,
there were structured interviews [23], semi-structured interviews
[50], and group discussions [68], but we did not dig deep into their
theoretical foundations lest we distract from the big picture. Fu-
ture work could further investigate the current use of pretests in
user studies in security research. We have seen surveys used as
pretests for semistructured interviews [50], as well as surveys being
conducted following non-saturated interviews [22], and this is an
interesting phenomenon that may warrant further consideration.
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